Risk Avoidance

Observations by Stephen F. Delahunty

The Schwalbe text provides a great explanation of these three typical responses to risk.  
 

Avoidance is a technique where the team can circumvent risk by negating what otherwise would be a risk.  For instance a vendor has an application that will run on the Linux or the UNIX operating systems.  Your firm believes that Linux may entail a risk due to the new nature of this operating system and limited support as compared to UNIX.  So you choose UNIX as your operating system choice.  This negates the risk as compared to Linux.  I saw this situation in a choice between two types of phone systems, one type that was tried-and-true technology and one that was based on the Windows NT operating system.  We chose the older more robust and reliable system versus something that runs on Windows NT.
 

Acceptance is the technique where you understand there are risk but you accept a certain level of risk in certain areas of the project.  I personally think that some level of risk is always accepted in any project.  Who would claim they were on a project that had absolutely no risk?  As the British SAS motto goes "He Who Dares Wins" and to win in business the firm must accept the consequences of risk in many areas, including some projects.  In a year 2000 project I worked we had a system that could have potentially failed but it was not a mission critical system and we have a backup system for that particular hardware.  So we chose not to upgrade it and to accept some risk.
 

Mitigation is where the team does more detailed risk analysis and actively takes steps to reduce the impact of potential risk factors.  I use this technique regularly in disaster recovery planning.  We look at how likely (low, normal, high) it is that a certain disaster might occur such as our server room catching fire.  We then look at the measures we can put in place to mitigate that risk such as fire protection, temperature sensors, fire barrier materials, etc.  If the risk researched has a low probability that also dictates that we may not spend a large amount of funds in measures to mitigate the risk.  
 

Another pathetic risk response technique is to ignore the risk or play down the impact.  This could be termed the Ostrich response.  People sometimes thing "if I ignore the issue it will go away".  Wrong, bad, and scary are terms that come to mind.
